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Classic access control
schemes Policy
augmented by

- Role based
- ldentity based context

_ ACL information

Examples:
Temperature
Location
Office hours
Health status

Does not adapt to changes
- Not that applicable to
ubiquitous environments

Context-aware access
control schemes

- Role based
- ldentity based
- ACL

+

Context information

Adapts to changes
- Requires context

information representing

the actual context
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Approach

Architecture

— Message Filters

— Authorisation Service

— Context information Acquisition and Trust
Service (CATS)

Interaction of components
Summary
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* Focus on access control to services in a SOA
* Middleware component for (mobile) devices
— Security enforcement on message level
* Includes access control
* Rules defined on action offered by Web Service
« Qutside the application/service
— Context information acquisition and analysis

e Elaborated in the European research project
%@eﬂ
OSQUITO
Mobile workers’ secure business applications in ubiquitous
environments
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Enforces security
mechanisms B
. Client
Including: Application
Server Access Control
Application Message Integl_’lt_y clientlstub
4 Source authenticity
Message confidentiality
Mesd Authomeaaen Mesdage
Service l Filtprs
M de Exchange
poticy
CATS enforcement
Ambient security architecture
| Operating System |
Makes decision
according to Platform | Platform |
security policy and
other attributes Provides context
information Client Device

Ambient security architecture: Policy enforcement + policy decision [+ security services]
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+ Architecture — Message Filters OuCollo Euro-Labs
Client
Application
Server - -
Application Security Security
| policy policy Client Stub
Message Authorization Message
Filters Service Filters
policy policy
enforcement CATS enforcement
Ambient security architecture Ambient security
| Operating System | | Operating System
| Platform | | Platform
Server Device Client Device

Ambient security architecture: Policy enforcement + policy decision [+ security services]
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e Goals: secure exchanges in
distributed system Output pipeline
— WS-Security
= Integrity + Authentication of e Q
origin sl |
- Confidentiality Tl 2|l s
- Credential attachment 2| E
. Sl Sl N
— WS-Policy 1
- i - ici SlIENS
Define message-level policies ws S Sllws-security
. — Access Control o
e "How: .
Filters Credentials
' Proxy XML encryption
— Gateway XML D-Sig
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Client
Application
Server -
| policy policy Client Stub
Message Authoriza- Message
Filters tion Service Filters
policy policy
enforcement CATS enforcement
Ambient security architect Ambient security architecture
| Operating System | Operating System |
| Platform | | Platform |

Server Device

Client Device

Ambient security architecture: Policy enforcement + policy decision [+ security services]
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< Makes access control decision
e Decision are influenced by
— Security policy (XACML)
— Content of SOAP message (e.g. called service
and invoked method)
— Requestor’s attributes (role, identity, credential)
— Context information
« Either attached to SOAP message as credential
« Or acquired by Authorization service using CATS
e Example (non policy language conform)
— Rule: Entity physician proven by credential
issued by hospital may access patient-data-

service method getPationetData if patient status
is.emergency
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Client
Application
Server - -
Application Security Security
| pO'le pOlle Client Stub
Message QN Message
Filters Service Filters
policy policy
enforceme CATS CATS enforcement
Ambient sed\yity architectu Ambient security architecture
| Operating | Operating System |
| Platform | Platform |
Server Device Client Device

Ambient security architecture: Policy enforcement + policy decision [+ security services]
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Correct transmission ;

¢ C t
Analygls of of acquired context orrzgcd pl!’oc;essTg
acquired information? B and/aeiivery o
context

context information?
information 7

Knowledge ‘Correct
about CIS / acquisition of
agreement

with CIS

ctual context?

Correct transmission
of acquired context .
information?

Mobile‘device with

T Whtext
MOSQUITO, framework

information

3 Context
= From perspective of information

mobile device

|:| Malfunction or malicious attack
X not covered by MOSQUITO
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CIS.is hosted/operated by a.Context Information Service Provider (CISP) Cﬂmmumcaﬂmzﬁ’;jégﬁ
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Knowledge about /
agreement with oC
context information . ey source of
service Context oo™ context
o Information information
(authentication) Service
< —_— i (C1s)

Context
Information pion source of context
Service g information
. B4
Trust evaluation of (C1S) .
context information Secure communication

(local analysis; example: (integrity validation,

redundancy mechanism) confidential transmission)

Trust.evaluation makes trusted Cl out of ClI
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Filters validate signature, decrypt message DoCoMo Euro-Labs
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and forward message to authorization service

Client
message ‘ credential ‘ enc Application
!
Client}Stub
[ I
Message Authorization Message
Filters Service Filters
policy - policy
enforcement CATS enforcement
Ambient seciirity / Security architecture
Transmission to server | System
“ message credential ‘ enc sig

Ambient security architecture: Policy enforcement + policy decision [+ security services]
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Architecture — Interactiog

orization service makes access gt

control decision

—
Server Po
icati Securit
Application policyy Filters forward the
7 ) message to the
T . service if access is
Me_ssage Authorlz_atlon ‘ granted
Filters Service,
policy — = stor‘s role/identity
enforcement . .
CATS Reads and validates credential
Ambient security architecture 5. Acquires and interprets context

information (source is the credential

I Operating System or CATS)

l 6. Notifies Filters whether access is
granted

I Platform

Server Device Client Device

Ambient security architecture: Policy enforcement + policy decision [+ security services]
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e Context-Aware Accesss Control
— Dynamically adjust to changes

— Augment access control schemes by conditions
taking context informaiton in account

= Proposed middleware |
— Applies access contorl on message level

— Takes credentials as proof of requestor‘s
attributes

— Provides trusted context information
«. Trusted context information

— Trust relationship to context information service
provider
— Analysis of received context information
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