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1.

I nt roducti on

A set of requirenents for vertical handover using SIP has been

di scussed in [niccolini-sip-HJ. Figure 1 reports the scenario under
consideration. |In short, the requirenent is to allow a Mbile Host
to roam over different access networks using both public and private
| P addresses, minimzing service disruption due to nobility, wthout
relying on Corresponent Host functionality and even hiding to the
Correspondent Host the novenents of the Mbile Host. In this
docunent we describe a possible solution to these requirenents (and
all the other ones listed in [niccolini-sip-HQ). The solution

requi res a new header field (naned "Handover") and a new paraneter in
the Via header field (named "MM D'). The new header and new
paraneter will only be added and processed by the entities directly

i nvol ved in the managenent of the nmobility, with no inpact on other
SIP entities.

Hommma- +
| ANL [----- +
- | NAT | AR +
/ +o---- - +----- + | Corresp.
tom - + | Host 1
| Mobile| Fo---- - + / \ e +
| Host | | AN2 | / \
oo - + - | | | NTERNET |
+ - - - 4+ \ /
\_ /
\ Fom oo - + Hom e e oo - +
----] AN3 [----- + +----- | Corresp.
[ | NAT | | NAT | Host 2
[ - [ + [ IR +

Figure 1: Scenario for Vertical Handover

In Section 2 the architectural elements of the solution are
presented. Section 3 describe the signalling procedures to realize
the mobility managenent (both off-call and on-call) and the
est abli shnent of sessions. Section 4 and Section 5 specify the new
paraneters in the Via header field (naned "MM D') and t he new header
field (named "Handover") that are required by the proposed sol ution
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2

Architecture of the proposed sol ution

The el ements of the proposed solution are shown in Figure 2. W
assune that a Mbile Host (MH) is communicating with a Correspondent
Host (CH). The MMS is the Mobility Managenent Server which is able
to handl e user nobility across different access networks and to
performthe handover. The MVS cooperates with the MMC (Mobility
Managenment Client) which resides on the Mobile Host. Figure 2 shows
that NAT boxes can be inserted between the MH and the MM5. Figure 2
shows a standard SIP trapezoid with the additional elenments of this
solution (MVB and MMC). Such figure is just for explanation

pur poses, the solution proposed here is not depending on the

conmuni cation following the standard SIP trapezoid to work

The MMB is an "anchor point" for the nedia flows which are
transmtted over the wirel ess access networks directed to (and com ng
from) the MH  Wien the MMC in the MH detects that a handover is
needed, it will request the handover to the MM5 (via a SIP nessage)
over the "target" network. Then the MV5 will update its nedia proxy
and will start transmtting and receiving the nmedia over the target
network (details are provided in the next section). Note that the
entire handover procedure is handled by the MH and the MVB, letting
the CT (and other SIP internedi ate nodes) conpletely unaware of what
is occurring. For the sake of sinplicity, we only describe here the
solution considering a single centralized MV5. In real life, the WS
functionality may need to be distributed for scalability and
reliability reasons

The Mobility Managenent Cient can be inplenmented (as shown in
Figure 2) as a separate entity running on the MH that masquerades al
nmobi ity and NAT traversal functionality by relaying both signaling
and nedia flows. In this case the SIP User Agent sees the MMC as
default "outbound proxy" (which nmeans that the UAwill send all SIP
message to the MMC) and it has no know edge of the handovers.

Exi sting SIP UAs can be easily supported/reused w t hout any changes.
A different solution would be to integrate the MMC functionality
within the UA, saving resources of the MH  These two solutions only
differ in the internal inplementation, while there is no difference
in the external behavior of the procedures.
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3.

3.

Si gnal | i ng procedures

This section describes the specific procedures for mobility
managenent (off-call and on-call) and shows how the canonical SIP
procedures (user registration and session establishnent) are realized
under the proposed solution. The procedure for nmobility nmanagenent
related to the off-call part is nmeant to be used by the MH (UA+MVD)
to tell the MVB about its current selected/active interface (or to
communi cat e changes to such selection) when not in a call, for this
we use regul ar REG STER sent fromthe MMC to the MVMB. The on-cal
nmobi | ity managenent related to the on-call part is neant to be used
by the W H (UA+MVC) to tell the MM5 about a change in its current

sel ected/ active interface when in a call, for this we use regul ar

REQ STER sent fromthe MMC to the MM5 with an additional "Handover"
header which contains the reference to the active session(s) to which
the handover is referred. 1In both cases an additional paraneter to
be added to the "Via" header for correct routing of responses to the
MMC i s needed and used.

1. Of-call nobility: Location Update (LU) Registration procedure

The "Location Update" (LU) Registration is the basic nobility
procedure that allows a MHto notify the MVE about its "position" (or
better about its IP address) and select the currently preferred
interface for sending/receiving SIP signaling and nedia flows. The
sequence di agram of this procedure is shown in Figure 3. The MMC in
the MH sends a standard REA STER to the MVE over the sel ected/active
interface. This procedure is activated at the start up of the MH (or
when the MH first enters in a coverage area), or whenever the M
wants to change the selected/active interface if it is under coverage
of nmore than one network. W can refer to this procedure as "off-
call" nobility managenent because we assume that the MH is not
engaged in a call. If the MHis engaged in a call, the handover
procedure will be executed (see Section 3.4). Wen the 200 K is
recei ved, a "keep-in-touch" nechanismis activated on that interface
(and deactivated on the previous interface if needed) in order to
keep the pinhole in the NAT open. Various techniques could be used
for this purpose; we use periodic SIP REG STER nessages from MMC to
MV
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3.

1.

I + I + I + I +
| UA | | wmC | | ME | | Proxy
Fom - + Fom - + Fom - + - +
| |
| | LU REG STER | |
| | ::::::::::::>| |
| | | |
| | 200 X | |
I I <::::::::::::| I
| | |

Fi gure 3: Location Update Procedure

As result of the Location Update Registration procedure, the MVB
becones aware of the current position (i.e. |P address and port) of
the MH, and can correctly route any new request or response nessages
addressed to the nobile UA (even across a NAT box). For each

regi stered user the MVS stores the I P address and port fromwhich it
received the "Location Update" (LU REGQ STER  This information can
be stored by the MM5 in a table that we call "MVS nobility database"
containing the M5 state. Such table is depicted in Figure 4.

| User(termnal) | | P/ port
| user @ormai n. com | 160.80.81. 23: 45678

| user2@onai n. com | 87.3.235.212: 23458

Figure 4: MVE nobility database
1. Extensions to SIP specifications

The Location Update Registration procedure does not require specific
extensions to the current SIP specification. A LU REA STER will have
the MMB as target SIP URI in the request line. |If the MVS only
handl es LU REG STERs there is no problem [If the MV5 al so handl es
normal user registration REG STER (i.e. it acts also as a SIP
registrar) the MVS needs to identify LU REG STERs from nornal user
REA STER. In this case a specific SIP URI can be associated to the
LU REAQ STER nessages

Anyway as will be discussed in Section 4, the MMC will add the new
paraneter "MM D' in the Via header of the REG STER, in order to have
the responses routed to current location (IP addresses) of the IH
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3.2. User Registration procedure

This procedure consists in the UA registration with its own SIP

Regi strar server. The sequence diagramof this procedure is
described in Figure 5. As any other SIP nessage, when the UA sends
its own registration request to the SIP Registrar, the nessage is
sent by the UA to the MMC which is seen as outbound proxy. The MVC
forwards it to the MM5. Acting on behalf of the MH the MVB will
forward the registration to the SIP Registrar, which will update the
contact address associated with the user’s AoR (that is the public
user identifier). Wen forwarding the REG STER nessage, the MVB
nmodi fi es the Contact header in such a way it becones the new
"contact" for the user. This is required in order to force the
routing through the MVS of all further requests addressed to the
user. Such mangling of the contact URL shoul d be uni que and
reversible. Details on howto encode the user AoR in the new contact
are provided belowin Section 4.1. Fromnow on, only the MVS will
keep track of the MH novenents, while the SIP Registrar will just
believe that the MH location is the I P address of the MVB

Fomm - + Fomm - + Fomm - + T +
| UA | | MMC | | MVB | | MH sProxy|
- + - + - + e +

| REG STER | | |

| ::::::::::::>| | |

| | REGQ STER | |

I I ::::::::::::>| I

[ [ | REG STER [

| | | >|

| | | 200 X |

| | | < |

| | 200 X | |

I I <::::::::::::| I

[ 200 & [ [

| |

| |

Figure 5: User Registration
3.2.1. Extensions to SIP specifications

The User Registration procedure requires that the MM5 rewites the
contact address as will be described Section 4.1. Anyway, this does
not need to be subject of specification as it only concerns the MVS
Al'l other entities will sinply handle the rewitten contact according
to current SIP specification. As will be discussed in Section 4, the
MMC will add the new paraneter "MM D" in the Via header of the

REG STER nessages, in order to have the responses routed to current
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3.

3.

| ocation (IP addresses) of the M
Session Establishnent procedure

The session establishnent procedure consists in a standard SIP
session setup procedure. All session establishnment nessages for M
are handl ed by the MVS. Before relaying an I NVITE request sent by
the caller and the correspondi ng 200 OK response sent by the callee
the MVB nodifies the corresponding SDP bodies in order to act as RTP
proxy for nedia flows in both directions. This is needed to
correctly handl e NAT traversal in the path towards the MH, and it is
done by using the symetric RTP approach. Once the session is
establi shed, the nedia packets start to flow over the sel ected
wireless interface. Figure 6 shows a session establishnent from CH
to MH

User Agent MvVC MV MH s Proxy CH s Proxy CH
| | | | |
| | I I | INVITE |
| | | | I NVI TE | <:::::::::::|
I I I I NVI TE I <:::::::::::| I
| | I NVI TE | <:::::::::::| | |
[ I NVI TE | <==========x| | | |
| <:::::::::::| | | | |
| 200 oK | | | | |
| :::::::::::>| 200 K | | | |
I I :::::::::::>| 200 K I I I
| | | ——————=—=—=—== | 200 K | |
| | | | ===========3| 200 OK |
| | | | | :::::::::::>|
| I I I | ACK |
| | | | ACK | <:::::::::::|
I | | ACK | <:::::::::::|
| | ACK | <:::::::::::|
| |
|
|

Fi gure 6: Session Establishnent

The MVB needs to keep a state information related to the active flows
as it is performing a nedia relay functionality. In order to
correclty performthe handover procedure, we require that this state
information is accessible using the current call as key. SIP
identifies a call by nmeans of the Call-1D, the Fromand To header
fields. Therefore the MVS naintains an "MVS call database", see
Figure 7. For each call and for each nmedia flow the information of
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two "legs" (MH+MVB and CH MVB) need to be stored . For each leg the
| ocal and renote | P addresses and port of the nedia flows are stored.
As shown in Figure 7 the legs are stored as "originating" leg (i.e.
the |l eg connecting the MM with the user in the "From' header) and
termnating leg (i.e. the leg connecting the MM5 with the user in the
"To" header). In Figure 7 only one nedia nedia flow per call, while
in general nore than one nedia flow can be associated to a call.

| Call | Oiginating leg | Termi nating |eg

| Cal | -1D: F16@L92 | Local : | Local : [
| From <si p: user 1@onai n. con®| 160. 80. 81. 23: 4345 | 160. 80. 81. 23: 4569

| ; tag=871 | Renot e: | Renot e: |
| To: <si p: user2@lomnai n. con> | 151.2.82.21:3824 |87.3.235.212: 3458

| ; tag=345 I I I
| Cal | -1 D: xcv@sf dsf . sdf | Local : | Local : [
| From <si p: user 3@omai n. conk| 160. 80. 81. 23: 8732 | 160. 80. 81. 23: 7745

| ; tag=sgf | Renot e: | Renot e: |
| To: <si p: user5@lonai n. con> | 87.3.233. 12: 23458 | 151. 8. 48. 2: 3456 |
| tag=dsw I I I

Figure 7: MVB call database
3.3.1. Extensions to SIP specifications

The User Registration procedure requires that the MMS rewites the
contact address as will be described Section 4.1. Actually, this is
not a matter of specification as it only concerns the MMS. All other
entities will sinply handle the rewitten contact according to
current SIP specification. As will be discussed in Section 4, the
MMC will add the new paraneter "MM D" in the Via header of the

REQ STER nessages, in order to have the responses routed to current
location (I P addresses) of the M

3.4. On-Call Mbility: Handover procedure

The on-call nobility managenent procedure takes place when the UA
identifies the need for handoff during an ongoing session. |n our
proposal, all the handover signaling nessages can be exchanged on the
target network (this approach is cormmonly referred to as "forward"
handover). Therefore the handover can be performed even if the
communi cation on the old network is interrupted abruptly. The
handover procedure (see Figure 8) is initiated by the VH  The MMC in
the MH sends an "HandOver" (HO REQ STER over the target network
interface addressed to the MvVs. Differently froma "Location Update"
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(LU REQ STER, the "HandOver" (HO REG STER request contains in the
message body the reference to the active session(s) to which the
handover is referred. At the sane tinme, the MH starts duplicating

t he out goi ng nedi a packets on both interfaces (unless the old
interface has gone down). As soon as the MVB receives the "HandOver"
(HO REQ STER, it starts accepting packets coming fromthe new
interface and discarding the ones conming fromthe old interface for
the active session(s) to be handed over. Then it sends back the 200
K to the MMC and it starts sending the nedia packets directed to the
WMH using the new interface. Thanks to the fact that the term nal has
al ready started sending the packets on the new interface, the
duration of the handover is minimzed. The nost critical issue is
that the "HandOver" (HO REG STER could be lost for any reason

del ayi ng the handoff procedure. The standard SIP procedure foresees
that the client perforns a set of retransm ssion of the "HandOver"
(HO REG@ STER if the 200 OK is not received back. The SIP

speci fication suggests a default value of the Tl retransm ssion

ti meout equal to 500 ns, that is doubled on each retransm ssion (up
to the value of T2 which by default is 4 s). The duration of the
ritrasmssion is 64*T1. However this is not conpatible with a
reasonabl e performance of the handover in case of the |oss of the
"HandOver" (HO REG STER. W propose the the tiners for the
"HandOver" (HO REGQ STER procedure should be set to | ower val ues

like for exanple: T1 = 50 ms, T2 = 250 ns. On the MH side, the MMC
will stop duplicating the packets on both interfaces as soon as the
200 K is received or the first nmedia packet is received on the new
interface. Note that if the media packet is received, but no 200 K
message, the MMC will still continue sending the "HandOver" (HO

REQ STER unti|l the REGQ STER transacti on expires

I + I + I + I +
| UA | | wmC | | ME | | Proxy
Fom - + Fom - + Fom - + - +
| |
| | HO REQ STER | |
| | ::::::::::::>| |
| | | |
| | 200 X | |
I I <::::::::::::| I
| | |

Fi gure 8: Handover REG STER
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3.4.1. Extensions to SIP specifications

The on-call mobility managenent needs the definition of a new header
field (see Section 5) to carry the identification of the call(s) to
be handed over. This header field will be added by the MMC and
handl ed by the MM5. Moreover, as will be discussed in Section 4, the
MMC will add the new paraneter "MM D' in the Via header of the

REAQ STER nessages, in order to have the responses routed to current

| ocation (1P addresses) of the IH
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4.

4.

Routing of requests and responses

In this section we detail how SIP nessages are routed anong the
different entities. The challenge is to deliver incomng SIP
requests and SIP responses to the MH, nonwithstanding its nobility.

As for inconming SIP requests, when the UAin the MH performs the User
Regi stration procedure (Section 3.2) the MVS rewites the Contact
header filed so that it points to the M5 itself. Therefore incomn ng
requests for the MHwill be forwarded by the SIP inconing proxy to
the MMB. Sinilarly when outgoing requests are sent fromthe MHto a
Correspondent Host the MVS will rewite the Contact header so that
the CH will consider the MVB as the destination of future requests to
the MH.  Wen incom ng requests arrive to the M5, the MVS wil |l
forward themto the current I P address of the MH, as updated by the
IVH using the Location Update procedure (Section 3.1).

As for responses to outgoing SIP requests sent by the MH, the MVB
adds a new paranmeter in the Via header field (see Section 4.2). This
paraneter is used by the M5 itself to route the response.

1. Use of Contact header field

The solution foresees that the MV rewites the Contact header when
forwardi ng outgoing SIP requests coning fromthe MH The rewitten
contact address will have as host part the |IP address (or domain
nane) of the MV, and as usernane part an hint to the origina
contact address. The procedure that binds the new username to the
original contact address is just a natter of the MMB and is
completely left to MVS inplenmentation. There is no need to
standardi ze the procedure for rewiting the Contact header. The only
requirenent is that such procedure MIST be reversible since the MVS
needs to be able to rebuild the original Contact header field when
receiving SIP requests addressed to the rewitten contact address.
Qbviously, the rewitten Contact header will be conpatible with SIP
specifications, so that all other involved entities will sinply need
to behave according to the standard.

For exanple, a possible solution is that the M5 generates a pseudo-
random string that is stored in a | ocal database and used as key to
retrieve the original Contact header field. Another possible
solution is to enbed the original contact in the rewitten contact so
that no state information needs to be stored in the MV5. For

exanpl e, assunme that user’s AoR is user @omai n. com and the origina
Cont act header inserted by the UA is:

Contact: <sip:user@.y.w. z:5080>
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where xX.y.w.z is the current |IP address of the MH  The MVB can
rewite the contact as follows:

Contact: <sip:/TOKEN-user/AT-x.y.w. z/ PORT-5080@WE_Xx.y.w. z>

Where MMS x.y.w.z is the I P address of the MM5, "TOKEN-" is a string
that can be set by the MV5 and "/" is used as escape character. \Wen
recei ving an incom ng request with the request URI corresponding to
the above contact, the MVB will extract the original contact address
user @.y.w. z: 5080 and will forward the nmessage according to the
information contained in its MV nobility database.

4.2. MM D paraneter in Via header field

According to SIP specification, each node in the request delivery
chain adds a Via header field with its own |IP address when forwarding
the request, in order to be included in the response delivery chain.
We propose that the MMC adds an additional paraneter to the Via
header. This paranmeter is called MM D (Mbility Managenent
IDentifier) and it carries the identifier of the MH The MM D
paraneter is used as an indication that the originator of the request
is a nobile host and it could change its I P address even during the
transaction. Therefore the value of the MM D will be used as a key
into the MVE nobility database, in order to find the current IP
address to send the response. Wth this mechanism the solution is
able to deal in a seam ess way with an handover performed during a
session establishnent.

As an exanple, a Via header sent by the MMC to the MVB may | ook |ike
the follow ng:

Via: SIP/2.0/UDP x.y.w. z; branch=z9h; MM D=user @lomai n. com
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5. Handover: header

When the MH needs to performthe handover during an active call, the
MMC will send an "HandOver" (HO REG STER to the MVS. These nessage
will performthe update of the MVS nobility database |ikew se the
"Location Update" (LU REGQ STER, but in addition it will start the
handover of the media flows belonging to the call. W insert a new
header in the "HandOver" (HO REGQ STER, which includes the reference
to the call to be handed over. The new header nane will be

"Handover:" and it will carry the Call-1D and the two tags, in a
simlar way to the Join header [refs.rfc3911] or to the Repl aces
header [refs.rfc3891]. |In particular the paraneters that carry the

tags are called "reg-tag" and "ot her-tag".
Handover: sxdf v20000513@nost. domai n. com reqg-tag=erfg; other-tag=wdfe

The MMC requesting the handover will insert in the "reg-tag" the tag
corresponding to the MHin the INVITE transaction that originated the
call (i.e. the From tag if the call was originated by the MH or the
To: tag if the call was originated by the CH. By conparing this
information with the MVB call database (Figure 7), the MV will be
abl e to understand on which of the two |l egs of the call the handover
has been request ed.
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6.

Decoupling user level registration and terninal |evel registration

One optional requirenment discussed in [niccolini-sip-HJ was to allow
the decoupling of "user level" registration and "termnal |evel"
mobility. As an exanple a user with AOR "sip: user @onai n. cont shoul d
be allowed to use different terminals (i.e. Mdbile Hosts supporting

t he handover solutions as well as normal SIP terminals). In this
docunent we did not explicilty consider this requirenment, we assumed
that the Mobile Host is identified by an AOR "si p: user @onai n. conf

and therefore this AOR can be used for only one Mbile Host.

We only nention here that this requirenment can be addressed in
strai ghforward way by introducing the concept of a Term nal
identifier, distinct by the user AoR The MMC can use this Term nal
identifier inserting it in the M D paraneters in Via header. The
termnal identifier will becone the key to retrieve information
related to the MHin the MVS, rather then using the user’s AoR
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7

Rel at ed wor k

The general problemof continuity of nultinedia sessions is currently
heavily discussed in 3GPP and it was agreed to be studied in
timeframe of Release 8  The handover that this document refers to is
referred to as PS-PS session continuity in 3GPP term nol ogy. 3GPP is
considering the usage of an internediate elenent in order to handle
PS-PS mul ti medi a session continuity as witten in 3GPP Technica
Report 23.893. The usage of such internediate element is also the
core point of the solution presented in [Sal sano08], [ Sal sano07].

Al so the scenarios currently under discussion are inline with the
scenario depicted in Section 2 (please note that the scenarios

di scussed in 3GPP are currently a superset of the one depicted in
this document).
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8. Concl usi ons

Thi s docunment presented a possible solution to the set of
requirenents discussed in [niccolini-sip-HJ. The solution requires
a new header field (naned "Handover") in order to support the
handover of nmedia flows during an active call and a new paraneters to
the Via header field in order to allow the correct routing of SIP
responses to the MH even during an handover. The standardization of
these two el enents would allow the open interoperability of MHs and
MVS. We note that variants of the described solution have been
successfully inplenented in sone testbeds by the authors (see for
exanpl e [ Sal sano08]). The notivation of this work assunes even nore
relevance if 3CGPP interest in this kind of solutions is taken into
account .
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9. Security considerations

A detailed analysis of the security aspects related to the proposed
solution needs to be perforned in order to check that no new
additional security issues will be introduced with respect to a SIP

solution that handles nobility using the traditional end-to-end based
appr oach.
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