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Abstract—Modern wireless communication networks are
threatened by new generations of radio hackers. These are
skilled attackers equipped with low-cost software radios, suitably
instrumented so as to monitor, degrade, or even alter the
radio signals. The aim of this paper is to devise innovative
detection architectures against the most common classes of
threats: broadband noise jammers, whose goal is to reduce
the signal-to-noise ratio, and spoofing/meaconing attacks, which
aim to inject false or incorrect information into the receiver.
To this end, we resort to the hypothesis testing theory and
solve the associated problems by means of the GLRT possibly
accounting for penalty terms. The resulting decision schemes
represent the main technical novelty of this work. The analysis
of their performance focuses on a location security case study for
4G/5G cellular networks. To this end, we leverage measurement
models from the cellular localization literature and generate
data according to these models. The numerical results show
the effectiveness of the proposed approaches in comparison with
suitable counterparts.

Index Terms— Attack detection, generalized likelihood ratio
test, location security, meaconing, model order selection, noise
jamming, spoofing, wireless networks, 4G/5G.

I. INTRODUCTION

HE availability of ultra-cheap software-defined radio

boards along with the simultaneous development of open-
source implementations of the standard protocol stacks, such
as for the 5G cellular standard, come with a bleak side: these
instruments may also be used to attack deployed systems. As a
matter of fact, there exists a plethora of works in the open
literature [1]-[13] showing how easy is for a tech-savvy oppo-
nent to build ultra-low cost jammers or even LTE/5G “rogue”
base stations [14] capable of generating fake signals (with
counterfeit information) or interfering with the legitimate ones

Manuscript received 24 December 2021; revised 13 May 2022;
accepted 15 July 2022. Date of publication 26 July 2022; date of current
version 9 January 2023. This work was supported by the European Union’s
Horizon 2020 Research and Innovation Program under Grant 871249. The
associate editor coordinating the review of this article and approving it for
publication was K. Xue. (Corresponding author: Danilo Orlando.)

Danilo Orlando is with the Universita degli Studi “Niccolo Cusano,”
00166 Roma, Italy (e-mail: danilo.orlando@unicusano.it).

Stefania Bartoletti is with the National Research Council of Italy, CNR-
IEIIT, CNIT, 40136 Bologna, Italy (e-mail: stefania.bartoletti@cnr.it).

Ivan Palama, Giuseppe Bianchi, and Nicola Blefari Melazzi are
with the Department of Electronic Engineering, CNIT—University of
Roma Tor Vergata, 00133 Rome, Italy (e-mail: ivan.palama@uniroma2.it;
giuseppe.bianchi @uniroma?2.it; blefari @uniroma?2.it).

This article has  supplementary  material
authors and color versions of one or
https://doi.org/10.1109/TWC.2022.3192225.

Digital Object Identifier 10.1109/TWC.2022.3192225

provided by the
more figures available at

(with a consequent quality of service degradation). It readily
follows that next generation networks should be empowered
with suitable countermeasures acting at different stack layers
and that can preserve data integrity. A tangible example of
the aforementioned situations is provided by the 5G location
services where the user equipment (UE) position is estimated
by combining timing, angle, and power measurements of the
signals received by other UEs and/or gNBs (either in uplink or
downlink). Specifically, the location management function is
responsible for such a combination [15]. Now, in the presence
of an attack, the quality of the UE position estimate might
be heavily impaired due to induced low signal-to-noise ratio
(SNR) values or false measurements. It is also important to
observe that other kinds of information can be targeted by
hostile platforms.

Generally speaking, an electronic attack consists of two
main activities:' Jamming and Deception [16]. The attacks
belonging to the first category intentionally inject noise into
the channel with the consequent reduction of the SNR and,
hence, disruption of the receiver functionalities [17]-[19].
They comprise the transmission of wideband noise, also
known as broadband noise jammer (BBNJ), partial-band noise,
and narrowband noise. The first two cases apply to a nonagile
jammer where the interfering signals occupy a portion of or
the entire spectrum in use by the communication system and
stay in one place of the spectrum. The third case is associated
with a jammer attempting to follow a frequency-hopping
target [20]. Most of the existing detection and mitigation
strategies against noise-like jamming take place at physical
and/or protocol layer in (see [21, and references therein]).
For instance, in [21], the authors investigate the effects of
noise-like interference on the Physical Uplink Control Channel
in LTE and propose a mitigation strategy based upon the
Radio Link Control protocol. Anti-jamming techniques in the
context of cognitive radio networks are addressed in [22],
where several mitigation techniques are reviewed and a new
anti-jamming protocol relying on probabilistic pairing and
frequency tuning is proposed. Other examples of electronic
counter-countermeasures are given in [23], [24] where an
approach based on game theory is applied at the design stage.
Mitigation solutions conceived at the physical layer can be

! Actually, this classification is not exhaustive since other kinds of electronic
attacks are possible such as directed energy whose application leads to the
permanent destruction of the communication equipment.
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found in [25], where the received signal is classified by means
of a deep convolutional neural network fed by the signal
features in the wavelet domain. In [26], the authors leverage
random matrix theory tools to conceive a multiple hypothesis
test for jamming detection. To this end, they estimate the
jammer subspace through the sample covariance matrix [27]
and project the received data onto the user subspace in order
to mitigate the jamming components. Finally, the authors
of [20] apply change-point detection algorithms to power-
related (high-level) measurements provided by the UE in order
to declare that a jamming attack is ongoing. More importantly,
such algorithms are rather general and (almost completely)
disregard the underlying wireless technology.

The intent of the deception attacks is to mislead an opponent
by creating a ruse (spoofing/meaconing) [19], [28], [29].
To this end, fake information is injected into the victim system.
False communication signals are an important part of any
tactical deception activity. For instance, in respect of location
services, a spoofer can intercept the positioning messages
exchanged by two legitimate actors and suitably delay or
modify them to generate false positions. The received signal
strength (RSS) information is widely used for spoofing detec-
tion in wireless networks [30]-[32, and references therein].
In [30], the authors apply K-means cluster analysis to detect
the spoofer and exploit this detector also for localization
purposes. The detection of spoofing attacks in mobile wireless
networks is addressed in [31], where the proposed algorithm
cluster the RSS readings using the Otsu method. Detection
algorithms relying on the spatial correlation properties of
RSS are conceived in [32]. More recently, in [33], physical-
layer authentication exploiting radio channel information to
detect spoofing attacks in wireless networks is investigated.
In addition, reinforcement learning techniques are used to find
the optimal strategy in a dynamic environment with incomplete
information. Finally, in [34], [35], algorithms against pilot
spoofing attacks based upon the likelihood ratio test are
proposed. These algorithms are fed by raw data collected by
(possibly massive) Multiple-Input-Multiple-Output systems.

Summarizing, these attacks (jamming and spoofing) can
be thwarted at data and/or signal levels, which differ in the
amount of both the available information and data samples
to be processed. In fact, if on one side, at signal level,
data contains all the available information, on the other
side, such volume of samples might require time-demanding
algorithms [21], [25], [26]. On the contrary, at data level,
an estimation has been already performed with a consequent
loss of information (with respect to signal samples) and
a lightening of the computational load. More importantly,
in many situations of practical interest raw data are not
available due to several factors that limit the access to
them.

With the above remarks in mind and given the in-progress
development of the new generations communication networks,
we further extend the ideas behind [20] and devise new
decision schemes operating on high-level data and tailored
to specific attacks. The main difference with respect to [20]
resides in the models assumed at the design stage that, in this
case, more accurately adhere to the real behavior of the

considered threats. As a result, the proposed decision rules rep-
resent an improvement of the baseline in [20]. Thus, to define
such models, we need to clarify the possible effects of the two
main disturbance activities on collected data. Starting from
jamming attacks, we notice that the impairment of the SNR
generated by the jammer might lead to an increase of the mea-
surement/information uncertainty and, hence, of the related
variance. On the other hand, a spoofer would leave unaltered
measurement/information uncertainty while replacing part or
decrease the entire set of the expected values with counterfeit
measurement/information. Now, assuming an adaptive moni-
toring of the incoming data within a suitable temporal sliding
window, when an attack takes place at a given time instant, the
window under test will contain a discontinuity point in data
distribution. Otherwise stated, data window can be partitioned
into two subsets whose distribution parameters are affected
by an abrupt change depending on the situation before the
attack and on the attack itself. As a consequence, we are faced
with a change detection problem containing only one change
time instant that can be estimated through a linear search grid
[36]-[40, and references therein]. This problem is solved by
means of parametric methods and, in the specific case, we
resort to a suboptimal design criterion since a uniformly most
powerful test (if exists) is difficult to find. To be more definite,
we apply the generalized likelihood ratio test (GLRT) that
is widely adopted in signal processing and, in most cases,
returns excellent detection performance [36]. Although the
GLRT is a well-established design technique, its application
to the considered change point detection problems leads to
new detection architectures and derivations that represent the
main technical novelty of this paper. In fact, the GLRT for
BBNI attack detection does not admit closed-form expression
(at least to the best of authors’ knowledge) and, hence, we
exploit suitable approximations that are a good compromise
between computational load and detection performance. As for
the spoofer detection, the considered problem still contains
a single change point but it comprises one null hypothesis
and several alternative hypotheses arising from the fact that
not all the components of the mean vector are counterfeit.
This new problem is solved by applying the elegant design
framework developed in [41] where the so-called penalized
GLRT is introduced. Such an approach allows us to overcome
the limitation of the maximum likelihood framework in the
presence of nested hypotheses and, as side information, returns
which components are spoofed. Remarkably, such components
can be discarded by the system. Finally, the effectiveness
of the proposed techniques also in comparison with conven-
tional competitors is proved exploiting a case study related
to location security in 5G networks, where data are generated
according to the state-of-the-art experimental models from the
literature.

The remainder of the paper is organized as follows.
Section II is devoted to sensor model description and to the
formal statement of the detection problems at hand, while
the detection rules for jamming and spoofing attacks are
provided in Section IIl and IV, respectively. In Section V,
some numerical results related to a location security example
are given to show the effectiveness of the proposed strategies.

Authorized licensed use limited to: Universita degli Studi di Roma Tor Vergata. Downloaded on February 10,2023 at 13:12:16 UTC from IEEE Xplore. Restrictions apply.



ORLANDO et al.: INNOVATIVE ATTACK DETECTION SOLUTIONS FOR WIRELESS NETWORKS WITH APPLICATION TO LOCATION SECURITY 207

Section VI contains concluding remarks and charts a course
for future works. Analytical derivations are confined to the
appendices (the supplemental material contains the derivations
of the considered competitors).

A. Notation

In the sequel, vectors and matrices are denoted by bold-
face lower-case and upper-case letters, respectively. Symbols
det(-), Tr(-), and (-)7 denote the determinant, trace, and trans-
pose, respectively. R is the set of real numbers and RY*M is
the Euclidean space of (IV x M )-dimensional real matrices (or
vectors if M = 1). The Euclidean norm of a generic vector &
is denoted by ||x|| whereas the modulus of a real number x is
denoted by |x|. If A is a set, then its cardinality is |A|, while -\
denotes the difference between sets. For any N-dimensional
vector x, X = diag {x} is a (N x N )-dimensional diagonal
matrix whose principal diagonal contains the elements of x.
The gradient of a real-valued function with vector argument,
g(x), is denoted by dg(x)/dx. Symbols I and O indicate
the identity matrix and the null matrix or vector, respectively,
whose size depends on the context; 1 is a vector whose
entries are equal to 1. For any Hermitian matrix A, A > 0
means that A is a positive definite matrix. Finally, we write
x ~ Nn(m,X) if  is a N-dimensional Gaussian vector
with mean m and covariance matrix > > 0, whereas, if X €
RN*E X ~ Ny xg(m,% I) means that the columns of
X are Independent and Identically Distributed (IID) random
vectors following the Gaussian distribution with mean m and
covariance matrix > > 0.

II. SENSOR MODEL AND PROBLEM FORMULATION

Let us assume that an UE is gathering information from the

network infrastructure and denote by Z = [z, z2,...,2K]| €
RN*K the data matrix whose kth column, & € Q =
{1,..., K}, contains the values of the (high-level) measure-

ments of interest acquired at the kth discrete time instant.
For instance, in a localization system, such measurements can
include the direction of arrival (DOA), the time of arrival
(TOA), the observed time difference of arrival (OTDOA), the
reference signal received power (RSRP), or other parameters
useful for localization purposes (see [42]-[44, and references
therein]). Moreover, we assume that the measurement errors
are statistically independent over the time and obey the
Gaussian distribution with zero mean and positive definite
covariance matrix.?

Therefore, when data are collected in the absence of inten-
tional interfering signals (namely, under the null hypothesis),
all the measurements are IID within the observation time
window, namely’ Z ~ Ny x(mg, o, I), where my €
RN>*1 contains the actual values of the parameters of interest
and Xy € RV*N is the positive definite error covariance

2This assumption is useful for the analytical tractability of the problems.
Nevertheless, the performance of the proposed methods will be assessed also
under non-Gaussian models inferred from real data that can be found in the
open literature.

3Notice also that we are assuming that the unintentional interference
affecting the received signals is stationary at least within the observation time
interval.

matrix, which can exhibit either a generic symmetric or
diagonal structure. The first structure accounts for a possible
correlation among the measurements, whereas the second one
is used to model independent parameters. Under the alternative
hypothesis, namely in the presence of a BBNJ or spoofing
attack, the distribution of Z modifies as described in the next
subsections.

A. BBNJ Attack Model

When at a certain time index Ko + 1 € €, a BBNJ
attack aimed at disrupting the receiver functionalities is per-
formed, the quality of the measurements provided by the
sensors would impair due to an increase of the disturbance
power or, equivalently, a decrease of the SNR. Otherwise
stated, an abrupt change in the measurement covariance matrix
occurs. As a consequence, data matrix can be partitioned as
Z = [Z1.ky, ZKo+1:K), Where Zy1. i, = [z1,...,2K,] ~
./\/'N7K0(m1, El,I) and ZK0+1:K = [ZKO+1, - ,ZK] ~
./\/'N7K1(m1,22,1—) with K1 = K — Ky, X9 — 31 > 0, and
Ky € Q) being unknown. Finally, m; and X;, i = 1, 2, are the
unknown mean vector (containing the information of interest)
and the unknown covariance matrices under H, respectively.
As a consequence, we can formulate the following binary
hypothesis test

Hy: Z NNN,K(mmEO;I)a

o Z1.ky ~ NN k,(my, X1, 1), (1)
Zryt1:x ~ NN kg, (m1, 2, T).

Finally, we stress that 35 — 33, > 0, namely, data affected by

BBNIJ might exhibit an increased uncertainty.

B. Spoofing/Meaconing Attack Model

The second situation under consideration encompasses the
presence of a spoofing/meaconing attack that consists of
injecting false information into the network receivers. This
injection is modeled in terms of a variation of the mean vectors
starting from a time instant Ko + 1 € ). However, it is
important to highlight that even a subset of components of
the mean vector can be falsified by the spoofer. For instance,
focusing on the location data, the spoofer might counterfeit
either DOA or TOA or both measurements. Thus, let us define
'y ={1,..., N} and denote by P(I'yy) the set obtained by
excluding the empty set from the powerset of I'; it follows
that |P(Cy)| = Np = 2N — 1. The generic element of
P(Ty) is indicated with T';, 7+ = 1,..., Np. Now, given a
value of i, we assume that a spoofing attack can affect only
the components of the mean vector indexed by I';. Therefore,
denoting by mr, € RN*1 the mean vector of zj, k > K
(i.e., after the attack), it has the same values as the components
of m; € RV*! (that is the mean value of zj for k < Kj)
except for those indexed by I';, that are spoofed. It follows
that we can model the spoofer detection problem as a multiple
hypothesis testing problem with only one null hypothesis and
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several (possibly nested) alternative hypotheses, namely
Ho : Z NNN’K(’ITL(), Eo,I),

. {Z1:K0 ~ NN Kk, (m1, 21, 1),
1

i=1,... Np,
Zyyt1:x ~Nn kg, (mr,, 21, 1),

)

where m, m1, and 3, have been already defined and 3, €
RN*N is the unknown covariance matrix of Z under H 1,

Before concluding this section, we provide some
definitions which are used in the ensuing developments.
More precisely, the probability density function (PDF)
of Z under H, for all the considered }groblems has the
following expression fo(Z;mo,30) = [[,,_, f(zk; m0,X0),
while the PDF of Z under H; for problem (1) and
that under the generic H;; for problem (2) are given
by f1(Z my, 3,3, Ky) = Hk 0 f(zrsmy, Xy)
X ch Ko+1 f(zk,ml, 22) and f1 7,(Z my, mr,, 21, KO)

szlf(zk,ml, )Hk:KD+1f(zk7mFH2 ), respectively,
where

exp {—lTr =Nz -m)(z - m)T]}
f(zzm, %) = (2m)N/2[det(X)]1/2 ’

3)

II1. BBNJ DETECTOR DESIGNS

In this section, we focus on problem (1) and solve it by
applying design procedures grounded on the GLRT, whose
general structure is

max maxmaxmax f1(Z;mq, 31, Xa, Ko) H;
KoeQy mi1 37 3o
zn @

Z;mo, X
max max fo(Z; mo, Xo) i,

where 7 is the detection threshold* to be set in order to ensure
a preassigned probability of false alarm (FP). Moreover,
as stated before, two classes for the covariance structure are
considered: (i) the available measurements are uncorrelated
leading to diagonal covariance matrices; (ii) there exists a cor-
relation among the measurements, i.e., the covariance matrices
are generally symmetric and, in this case, we also assume that
min{ Ky, K1} > N (see Appendix B).

A. BBNJ Detector: Uncorrelated Measurements

Let us assume that measurements are uncorrelated,
then, we can writt o = diag{og,,...,00 ]}
¥, = diag{o7,,...,07 v}, and By = diag{o7, +
Aot,...,07 y + Aoy} with Ao >0, n=1,...,N.

As shown in Appendix A, the application of the plain GLRT
to this case leads to time demanding estimation procedures for
the unknown parameters. For this reason, we resort to a sub-
optimal approximation of the compressed log-likelihood under
H, allowing for a reasonable compromise between detection

4Hereafter, we denote by 7 the generic detection threshold.

performance and computational requirements. Specifically,
such an approximation has the following expression

Ko
max{ - 70 Z log [ Z(an — ml’")Q]
nel(B)

k 1

K 1 & &
—|—? Z 10g [E Z(ka _7'/7\740,71,)2‘| } < )

Hy

where zj, is the nth component of vector zj, M, @ =
0,1, is the estimate of the nth component of m; under H;
(Appendix A), and I‘(B) is a suitable estimate of I'(B) defined
by (16). Note that if T'(B) = (), then the decision statistic is
equal to zero.

In the following, we refer to this decision rule as BBNJ
detector for uncorrelated measurements (BBNJ-D-UM).

B. BBNJ Detector: Correlated Measurements

In this subsection, ¥;, ¢« = 0,1,2, in (1) are no longer
diagonal but positive definite symmetric matrices. In addition,
we assume that min{ Ky, K1} > N. This constraint ensures
that the sample covariance matrices based upon Zi.x, and
Z k,+1:x are nonsingular with probability 1 [45] as required
in Appendix B. It follows that Ky € Qp ={N +1,..., K —
N —1}73

In this case, the likelihood maximization under H; cannot
be conducted in closed form (at least to the best of authors’
knowledge) due to the intractable mathematics. For this reason,
we again resort to an approximate GLRT that allows us
to come up with a simplified expression for the decision
statistic. In Appendix B, we devise such a decision rule whose
expression is

H1
AN Z; K 6
nax (Z: Ko) 2 ﬁom (6)
where
Ko
KQ 1 _ _ T
= ——logdet | — — —
5 og de lKo ;(zk my)(zx —mq) ]

K
—ﬁlogdet[; Z(Zk —mq)(zk — ml)T]

Ye=Ko+1
—|K—02N log Ko
K K
+5 log det Lz:l(zk —mo)(zk — mo)T]

KN
+ ! log K7, (7

SFrom an operating point of view and for sufficiently wide data windows,
the above requirement can be fulfilled.
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f i Yk (zr — ma)(zx — my)T — 25 S (= -
my)(zr — m1)T = 0, and A(Z;Ky) = 0, otherwise.
In (7), my is the maximum likelihood estimate (MLE) of m,
whereas m is the estimate of m given by (34).

In what follows, we refer to this decision scheme as BBNJ
detector for correlated measurements (BBNJ-D-CM).

IV. SPOOFING DETECTOR DESIGNS

Before providing the expressions of the spoofer detectors,
it is worth noticing that problem (2) is a multiple hypothesis
test with only one null hypothesis and several (possibly nested)
alternative hypotheses. In this case, the GLRT, which is based
upon the maximum likelihood (ML) approach, might prevent
a reliable estimation of the actual alternative hypothesis.
Therefore, in this case, we resort to the elegant and systematic
framework devised in [41] that provides a theoretical justifi-
cation for the so-called penalized likelihood ratio tests. The
general structure of such decision statistics is the difference
between a compressed log-likelihood ratio and a penalty term
borrowed from the model order selection (MOS) rules [46] as
the Akaike information criterion (AIC), Bayesian information
criterion (BIC), and generalized information criterion (GIC),
namely

Hl,%
=7 Npi} Z o, ®)

,_max - {logAi(Z)
Hy

where 7 is the maximizer of the left-hand side of (8),

max max maxmax f1;(Z; my, mp,, X1, Ko)
KoeQp m1 ma 3y

max max fo(Z;mg, o)
mo 20

)

Ai(Z) =

©)

Np,i is the number of unknown parameters under H; ;, and
v is a factor depending on which MOS rule is used to
obtain (8) [41], namely v = 1 for AIC-based detector,
~v = log(NK)/2 for BIC-based detector, and v = (1 + p)/2,
p > 1, for GIC-based detector. Similarly to the BBNJ detection
problem, we consider uncorrelated and correlated measure-
ments and, in the last case, we also assume that X > N + 1.
Finally, notice that in some cases we approximate A;(Z) (and,
hence, (8)) since solving the related maximization problems
involves intractable mathematics.

A. Spoofing Detector: Uncorrelated Measurements

Uncorrelated measurements yield the following covariance
matrices: ¥o = diag{0g,,08,,...,00 5} under Hy and
¥, = diag {07 ,07,,...,07 y} under Hy;, i =1,...,Np.
In Appendix C, we prove that the logarithm of (9) can be
written as

N K
K 1 2
= n}gx{g Z log lg Z(Zk n—Mon) ]

n=1 k=1

K

K 1
—?{ Z log E Z(zk,n mi n)Q]
nEFN\Fi k=1

Ko
+3 log l% (Zm,n iy )

nEl" k=1

+Z Zkn — ml" n) )]}}7
k=Ko+1

where M., M1, and mp, , are given by (13), (38), and
(39), respectively. Finally, in order to write (8), we need the
number of unknown parameters under I ; that is given by
N, =2N + |T].

In the next sections, we will refer to this decision scheme as
AIC/BIC/GIC-based spoofing detector for uncorrelated mea-
surements (SP-D-UM).

(10)

B. Spoofing Detector: Correlated Measurements

In this last subsection, we address the case that data covari-
ance matrices exhibit a general symmetric structure. Similarly
to what observed in Subsection III-B, obtaining closed-form
expression for A;(Z) is not an easy task due to the fact that
the maximization of its numerator leads to intractable mathe-
matics (at least to the best of authors’ knowledge). Therefore,
we resort to an approximation of A;(Z) where the unknown
parameters are estimated by means of an alternating procedure
that returns a nondecreasing sequence of log-likelihood values
as described in Appendix D. Moreover, we assume that K >
N + 1. The final result is

K ul

logAi(Z) ~ -5 log det [Z(zk —my)(z — )T

k=1

K
+ Y (zk—mr,)(zk — ﬁri)T]

k=Ko+1
e K
—|—? log det l; z —myg)(zg — mO)T]

(1)

where 1 is computed in Appendix B, while mp, and
™ are the estimates obtained through the cyclic procedure
of Appendix D. Finally, notice that in this case N,; =
N(N +1)/2+ N+ |y

The above decision scheme is referred to in the following
as AIC/BIC/GIC-based spoofing detector for correlated mea-
surements (SP-D-CM).

V. AN APPLICATION: LOCATION SECURITY

In this section, we present a performance evaluation of the
proposed detectors by focusing on two different operating
scenarios that differ in data distribution models: (i) a general
Gaussian scenario (i.e., data are generated according to the
design assumptions) and (ii) a 5G localization scenario (i.e.,
data are generated by exploiting experimental models from
the literature of cellular localization). The Gaussian scenario
allows us to gain an assessment of the nominal detectors’ per-
formance, whereas the analysis based on experimental models
allows us to appreciate the performance sensitivity with respect
to realistic operating conditions. The performance metrics are
the probability of detection (Fy) given a pre-assigned value for
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the P, the root-mean-square error (RMSE) for the estimates
of the parameter of interest, and the probability of correct
classification of the spoofed components (see the next sub-
sections for the precise definition). For comparison purposes,
we consider other parametric change point detection schemes
that can be obtained through straightforward generalizations of
existing/conventional approaches (and, hence, can be consid-
ered a baseline); in addition, more advanced competitors based
upon a clustering approach are considered for both kinds of
attacks. Due to the lack of space, we confine the derivations
and final expressions of these competitors to the supplemental
material. In what follows, they are referred to as BBNJ naive
change detector (BBNJ-NCD), BBNJ latent variable model
(LVM) change detector (BBNJ-LVM), spoofing naive detector
for uncorrelated measurements (SP-NCD-UM), spoofing naive
detector for correlated measurements (SP-NCD-CM), and the
spoofing LVM change detector (SP-LVM).

A. Simulation Setting and Operating Scenarios

We assume a slow-moving UE, which is being tracked
by the network infrastructure. UE derives range and DOA
positioning measurements from signals sent by access node
(AN) nodes. As described in Section II, we assume that at a
certain time instant a malicious platform performs a jamming
or a spoofing attack. According to 3GPP standard, we consider
a scenario with the UE localized exploiting range (RSRP
measurements) and DOA estimates (azimuth and elevation
angles). As a consequence, the size of the generic vector zj
is V = 3 and the procedure to generate it is described below.

Since closed-form expressions for the performance metrics
are not available, we resort to standard Monte Carlo counting
techniques. More precisely, we exploit 5000 independent trials
to estimate the Py and the probability of correct classification,
1000 independent trials for the RMSE values, and 100/ P,
independent trials for the detection thresholds with P, =
10~2. The proposed decision schemes are assessed accounting
for two different lengths of the sliding window (namely,
K = 24,32) and several values for K. The BBNJ attack
is simulated by varying the variance of the noise affect-
ing the measurements. Specifically, starting from a diagonal
covariance matrix, o say, set using the results of [47], [48],
we modify the latter through a scaling factor ~ such that®
31 = ¥y and X9 = <X in (1). Further details on the
construction of the covariance matrices are given with the
5G-based Scenario below.

On the other hand, in the case of spoofing attack, the
numerical examples are obtained by varying the mean value
of the original signal. More precisely, after the change point,
the entries of the mean measurement vector under H, are
scaled by a factor v, which represents “the amount of fake
information” injected by the spoofer. As for the operating
scenarios, we consider two cases.

1) Gaussian Scenario: time difference of arrival (TDOA)
and DOA measurements are modeled as statistically indepen-
dent Gaussian random variables with mg and X, obtained

6Actually, ~ is related to the BBNJ transmitted power and is a function of
the SNR through the underlying physical model.

A
5G, BBNJ-D-UM
5G, BBNJ-D-CM

—=—5G, BBNJ-NCD
5G,BBNJ.LVM ||
Gauss., BBNJ-D-CM
Gauss., BBNJ-D-CM

—0O— Gauss., BBNI-NCD ||
Gauss., BBNJ-LVM

Detection Probability
o

03

= . . . . . . .
2 4 6 8 012 14 16 18 20
7 [dB]

Fig. 1. Py versus «y assuming K = 32 and Ko = 16 (BBNJ detectors).

from the exemplary models of the 5G-based scenario as
described below.

2) 5G-Based Scenario: we borrow distribution models from
existing literature [47] where ranging is performed through
downlink (DL)-TDOA measurements of 5G positioning ref-
erence signal in a urban macro environment with line-of-
sight conditions (the SNR is 20dB); and [48] where the
angle estimates are obtained through a beam-RSRP of DL
with 16 UE beams (the SNR is 20dB). In particular, the
ranging and angle errors used in the simulations are generated
using the empirical cumulative distribution function (CDF)
of elevation/azimuth angle error and 2D ranging error from
papers [47], [48], respectively. As for the realization of the
range and angle measurements, we consider the true range and
true DOA (elevation and azimuth) when the distance between
the AN and UE is equal to dy = 200m and the DOA is
0 degrees. Then, the measurement error is added as two mutu-
ally independent random variables modeled according to the
exemplary error PDFs proposed in [47] for the TDOA and [48]
for the DOA. Finally, a dataset composed of 10* TDOA
and DOA realizations is used to compute the empirical mean
my = mj and the empirical covariance matrix 3y = 3.

B. Performance of the BBNJ Detection Architectures

The performance of the BBNJ-D-UM, BBNJ-D-CM, BBNIJ-
NCD, and BBNJ-LVM is shown in Figs. 1 and 2 under both the
Gaussian and 5G models. Fig. 1 shows Py versus the parameter
v for K = 32 and Ky = 16. The figure indicates that the
nominal behavior of the considered decision rules is quite
similar to that obtained in the 5G scenario. The BBNJ-D-CM
exhibits the best performance and both BBNJ-D-CM and
BBNIJ-D-UM outperform the (baseline) BBNJ-NCD and the
BBNIJ-LVM. Fig. 2 shows the RMSE for the estimate of K as
a function of ~. Notice that the estimation performance of the
LVM-based detector is not reported due to the fact that it does
not return an estimate of K but it clusters data without any
constraint. Thus, a further processing stage would be required
to estimate the change point position by means of the assigned
labels. The figure shows that the estimation performance under
the nominal conditions is comparable to that obtained using 5G
measurement distributions. The BBNJ-D-CM exhibits higher
RMSE values than the BBNJ-NCD, whereas the BBNJ-D-UM
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Fig. 2. RMSE versus v for K = 32 and true value Ko = 16 (BBNJ
detectors).
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Fig. 3. Py versus v assuming K = 32, Ko = 8,24, and the 5G scenario

(BBNIJ detectors).
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Fig. 4. RMSE versus 7y assuming K = 32, Ko = 8, 24, and the 5G scenario
(BBNIJ detectors).

provides the lowest RMSE values. The behavior of the
BBNJ-D-CM observed in this figure can be explained by the
fact that it is an approximation of the GLRT that breaks
the maximum likelihood principle (MLP). Thus, the related
estimates can be considered suboptimum with respect to the
MLP.

Since the performance obtained under the general Gaussian
assumption is comparable to that obtained using 5G data
distributions, in the next figures we will report only the
results obtained under the 5G scenario. Fig. 3 is analogous to

Detection Probability

K=32, BBNJ-D-UM
K=32, BBNJ-D-CM | |

24, BBNJ-NCD |+
K=24, BBNJ-LVM

= . . I . :
0 2 4 6 8 0 12 14 16 18 20
7 [dB]

Fig. 5. Py versus «y assuming Ko = 0.5K, K = 24,32, and the 5G
scenario (BBNJ detectors).

10, T T T T T T T
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8L K=24, BBNJ-D-CM | |

K=24, BBNJ-D-CM
—BG- K=24, BBNJ-NCD

RMSE for K 0

2 4 6 8 10 12 14 16 18 20
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Fig. 6. RMSE versus « assuming Ko = 0.5K, for K = 24,32, and the
5G scenario (BBNJ detectors).

Fig. 1 but different values for K are considered. It turns out
that the Py increases with Ky for BBNJ-D-UM and BBNIJ-
NCD, whereas it decreases with Ky for the BBNJ-D-CM.
For Ky = 24, the curves of BBNJ-D-CM and BBNJ-D-UM
are almost overlapped. In all the other cases, the BBNJ-D-
CM outperforms both BBNJ-D-UM, BBNJ-NCD, and BBNJ-
LVM. Fig. 4 shows the RMSE curves as a function of -y
for Ko = 8 and Ky = 24 (again, we do not consider the
BBNIJ-LVM). It is possible to observe that the effect of the
true value of K on the related estimate is more evident for
lower values of . The BBNJ-D-UM outperforms both the
BBNJ-D-CM and BBNJ-NCD, at least when v > 6 dB. For
Ky = 8 and v < 6 dB, the BBNJ-D-CM experiences better
performance than the BBNJ-D-UM. In any configurations, the
proposed schemes are superior to the naive detector. Finally,
in Figs. 5 and 6, we analyze the effect of K on the detec-
tion and estimation performance, respectively. These figures
corroborate the hierarchy arisen from the previous examples
and show that, as expected, increasing K is a blessing and
a curse. In fact, high values of K improve the estimation
quality of parameters such as the mean and the covariance
matrix (and, hence, the detection performance), but, at the
same time, extend the range of possible values for K yielding
more uncertainty and computational complexity.

As final remark, it is important to underline that the
BBNIJ-D-CM is designed assuming the most general structure
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for the covariance matrix and its detection performance is bet-
ter than those provided by the BBNJ-D-UM under the 5G data,
even though the data was uncorrelated. Therefore, we would
single out the BBNJ-D-CM as the best architecture in terms
of detection probability. Nevertheless, the BBNJ-D-UM shows
better estimation performance due to the fact that the BBNIJ-
D-CM is an approximation of the GLRT.

C. Performance of the Spoofing Detection Architectures

This last subsection deals with the performance assessment
of the AIC/BIC/GIC-based SP-D-UM and SP-D-CM also in
comparison with the counterparts mentioned at the beginning
of this section and derived in the supplemental material. In the
following, the scenario is generated according to the 5G model
only because the performances under the general Gaussian
model are rather similar (at least for the considered parame-
ters) and, hence, are not reported here for brevity; in addition,
we set K = 32, Ky = 16, and evaluate the performance
metrics by varying the parameter v, which represents the level
of fake information (see Subsection V-A).

In Fig. 7, we show the detection probability versus v.
It turns out that all the considered detectors share the same
detection performance except for the SP-LVM that returns
the lowest Py values confirming what observed for the BBNJ
attacks. Notice also that there exists a first floor of 0.65 when
0.2dB < v < 2 dB, which depends on the fact that at
each Monte Carlo trial we counterfeit a random number of
components. Specifically, we have verified that when all the
three components are spoofed, a spoofer attack is detected
even with small value of v, i.e., v < 1dB, while when one or
two components are spoofed, the attack is detected only for
higher values of v, e.g., v > 2 dB.

The RMSE values for the estimate of K are provided in
Fig. 8, where it can be observed that the RMSE curves are
bounded from above by 1.1 and for v > 5 the errors are lower
than 1 and experience a limited variability. Moreover, a local
maximum for the the RMSE around v = 3 dB is present.
Indeed, when v < 2 dB, the error only accounts for the cases
where all the components are spoofed (i.e., they are the only
detected ones), while for v > 2 dB also the cases where less
than three spoofed components are detected. Therefore, the
error, when all the components are spoofed, is lower than
the error obtained when fewer than three components are
spoofed for low values of v. Then, as v takes on high value,
as expected, the estimation error decreases.

It is important to underline here that even though all the
considered detectors (excluding the SP-LVM) share almost
the same detection and estimation performance, the competi-
tors are not capable of identifying the spoofed components
unlike the proposed decision schemes. Remarkably, such an
information can be suitably used to mitigate the effects of the
attack on the position estimation. For this reason, in Fig. 9,
we investigate the probability of correct classification of
the spoofed components defined as the percentage of trials
where the spoofed components among the /N data components
are correctly detected. It turns out that AIC/BIC/GIC-based
SP-D-UM and SP-D-CM can provide a probability of correct

SP-D-UM AIC
SP-D-UM BIC
SP-D-UM GIC
SP-D-CM, AIC
SP-D-CM, BIC
SP-D-CM, GIC
SP-NCD-UM
SP-NCD-CM
SP-LVM

Detection Probability

Ria

44 46 48 5 52
. . .

>o

0.9%

0 1 2 3 4 5 6 7 8
v [dB]

Fig. 7. Py versus v assuming K = 32, Ko = 16, and the 5G scenario
(spoofing detectors).

SP-D-UM AIC
SP-D-UM BIC
SP-D-UM GIC
SP-D-CM, AIC
SP-D-CM, BIC |7
SP-D-CM, GIC
SP-NCD-UM

SPNCD-CM

RMSE for K,

v [dB]

Fig. 8. RMSE versus v assuming K = 32, Ko = 16, and the 5G scenario
(spoofing detectors).

classification greater than 0.8 for » > 1 dB. Additional results
for different values of K and K, not reported here for brevity,
confirm the observed behavior.

Summarizing, in the presence of a spoofing attack, the
proposed detectors share almost the same performance as
the naive detectors, while the SP-LVM experiences the worst
detection performance. However, it is important to stress again
that, unlike the considered competitors, the SP-D-CM and
SP-D-UM are capable of establishing which data entry is cor-
rupted. Such an information becomes of primary importance
to counteract the spoofing attacks.

Two concluding remarks are now in order. It is worth
recalling that the attacks considered here lead to an abrupt
change in the measurements of interest (and, hence, are easy
to be implemented). Thus, in the presence of smart attacks
that smoothly modify the information of interest, the proposed
algorithms might fail. Facing this kind of attack requires to
suitably re-formulate the detection problems and to derive new
detection architectures. Finally, it is important to observe that
the proposed methods are rather general from the application
point of view. In fact, another important application can be the
network security, where jammers force the user to disconnect
from the legitimate base station and to connect to a rogue base
station.
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Fig. 9.  Probability of correct classification of the spoofed components
assuming K = 32, Ko = 16, and the 5G scenario (spoofing detectors).

VI. CONCLUSION

In this paper, we have devised innovative BBNJ and spoof-
ing detection architectures fed by high-level data in wireless
networks. At the design stage, we framed this problem in
the context of detection theory and formulate it in terms of
a hypothesis test where under the null hypothesis, data are
homogeneous, while under the alternative (possibly multiple)
hypothesis, only one abrupt variation occurs in data under
test. The newly proposed algorithms, which represent the
main technical novelty of this work, have been obtained by
resorting to GLRT-based design procedures that include penal-
ized tests. Due to mathematical and/or computational issues,
we used suitable approximations to come up with closed-form
expressions of practical value. The performance of the pro-
posed detectors has been assessed in a location security case
study and in comparison with natural counterparts. Besides
the analysis under nominal conditions, we simulated a more
realistic scenario adhering to the 5G environment to measure
the deviation from the nominal behavior. In both cases, the
analysis highlighted the superiority of the proposed detectors
over the competitors at least for the considered parameters.
Remarkably, the proposed spoofing detectors are capable of
identifying with high probability the counterfeit components
and such an information can be exploited to counter this kind
of attack.

Future research tracks might include the design of architec-
tures that can deal with smart attacks that slowly modify the
information of interest. In this context, the attack classification
could be useful to draw a complete picture of the operating
scenario.

APPENDIX A
DERIVATION OF BBNJ-D-UM (5)

Let us focus on the left-hand side of (4) and, for com-
putational convenience, consider the logarithm of it. Thus,
neglecting the irrelevant constants, the log-likelihood function
under H; can be recast as

N
K
) ~— EZ IOg 0(2),n
n=1

Lo(mo,X0; Z

K N
_lz an mO n)2
2 b

o2
k=1n=1 0,n

(12)

3

where recall that mg,, and 2y ,, n =1,..., N, are the entries
of mg and zy, respectively. It is not difficult to show that the
MLEs of my ,, and U&n, n=1,...,N, are given by

1 & 1 &
~ ~2 ~ 2
mon:—g zknandaon:—g (Zkon — Mo m)°,
’ K ’ ’ K ’ ’
k=1 k=1

13)

respectively. As for the maximization of the log-likelihood
under H;, notice that, neglecting the irrelevant constants, it
can be written as

Li(my,3,39,Ko; Z)

N
Ky
~ —5 Z log ain

K1 1 & XN (zk, m1 )2
n sT
Zlogalon -y Gzl
2
Ly oy el (14
k Ko+1n=1 Uln g

where m;,, n = 1,...,N, are the components
of m;. Before proceeding with the search of the
stationary points of the above function, let us notice
that hm”m||_>+oo£/1(m1;21722aK0;Z) = —00,
hma%n—hi-oo Ll(ml,El,Eg,Ko;Z) = -0, N = 1,...,N,
lim,2> _oLi(my, X1, 89, Ko; Z) = —o0, n = 1,...,N,
1imAz}%—>+ooL1(m1;21722;K0;Z) = —00,n = 17"'7N,
and hmAa%—»OLI(mlv21722;K0;Z) = c € ]R"

n = .,N. Thus, we can search the stationary
points in the interior of the log-likelihood domain. Let
us start from the maximization with respect to Ac2,

n = 1,...,N. The maximizers are the solutions of
8/8A0§[Ll(m1, 21, 22, Ko; Z)] =0,n= ]., cen ,N, and
are given by’
1 K
. R D BCRERTIN L
Ac? (07 5, M, Ko) = _h=Ko+1
if Ac2,, >0,
0, otherwise,
15)
n =1,...,N. Given the set B = {Ky, 0%, m} with 0% =
[0%71, . ,aiN]T, we define
T(B) = {n €Ty : Ac2 (02 ,,m1n, Ko) > 0},  (16)
[(B) = I'n \T'(B), a7

and recast the right-hand side of (14) as (neglecting the
constants)

K, N
0

TFrom the sign of the derivative, it is possible to show that (15) is a
maximum point.
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K K
1
-5 Z log | — Z (2 — M,n)?
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N Ko
Ky (Zkn — ml)
BRI st
neF n=1k=1 "
K
1 (Zk,n Tnl,n)2
STINCEE D o=

(18)

Let us proceed by setting to zero the first derivative of (18)
with respect to o7 ,,, n € T'y, to obtain

1 &

— Y (2km —m1n)? neT(B),

~2
01 n(mim, Ko) =
Koy P

51 (M1, Ko) =

K

1 _

= § (Zkm —m1n)?, n€T(B). (19)
k=1

It follows that the compressed log-likelihood function can be
approximated as
Ll(mlv i\)17 22; KO’ Z)

Ko
Zl [ Z Zk,n - ml,n)Q]
0r=1

nEF(B)

Z log [ Z (Zk,n - ml,n)Q]

nel(B) - Ko+1
K 1 2
—? Z 10g [E Z(Z]@n - mlm,) ‘| . (20)
nel(B) k=1

It still remains to maximize the log-likelihood function with
respect to m; and K. The latter problem can be carried out
by means of a 1-dimensional grid search, whereas the former
problem can be solved by finding the solutions of

0

8m17n

[L1(my, 21,82, K03 Z)] =0, n€ Ty, (21)

Observe that when n € T'(B), the final result is 7 ,, given by
(13). On the other hand, in the case that n € I'(B), we obtain

1 K Ko
F Z (Zk’,n - "nl,n)2 [Z Zkn — KOml,n‘|

b h=Ko+1 k=1

Ko
1 2
+FOZ(Zk,n - ml,n) [ Z Zkn — Klml,n =0.
k=1 k=Ko+1
(22)
Now, let us define the following quantities Ag,, =
K _ Ko _2 _ K
Zk:01 Zkmn> Bron = Zk:ol Zlem> Aryn = Zk:KU-i-l Zk,ns
and By, , = Z§=K0+1 z,%’n, then, (22) can be recast as
3 2
C3m1,n + Cle,n + Clml,n +Co =0, (23)
_ BkinAkgn Bry,nAK|,n K
Where CO - L Kl = + OKU 1 9 Cl - _Ftl)BKl,’n

l) Ary Ak n, Co = Ao n+ Ak, n+
AKO n» and Cs = —(Ko+K7). The solutions

&BKO: - (Kl1
2K0AK1,,Z+2

of the above equations can be explicitly obtained resorting to
Cardano’s method [49] and, then, we chgoseA that one, M
say, leading to the maximum of Lq(my, 34,39, Ko; Z), for
all admissible values of K, € Q.2

Finally, notice that I'(B) is not known and, hence, in princi-
ple, the above procedure should be repeated for each Ky and
each partition of I". Then, we can select the combination of
estimates returning the maximum value for the log-likelihood.
However, this approach is prohibitive from a computational
point of view. For this reason, we pursue an alternative strategy
that is suboptimum. To be more precise, given a generic index
n and K, we proceed by assuming that n € T'(B) and by
estimating the unknown parameters indexed by n accordingly.
Then, we evaluate the following inequality (see (15))

1 K 1 Ko
- Z (Zk,n - 7/7\711,71,)2 - 7 Z(zk,n - 7/7\711,71,)2 > 0.
K1 k=Ko+1 Ko k=1
(24)

If the above inequality is valid, we repeat the above reasoning
for the next index n+ 1, otherwise, n is classified as belonging
to I'(B) and the estimation is performed under this assump-
tion. These steps continue untll n < N and we denote the
obtained sets by I‘(B) and I‘(B) with B the corresponding
estimate of B.

The final expression of the compressed log-likelihood under
H, (neglecting irrelevant terms) is given by the left-hand side
of (20) with the remaining unknown parameters replaced by
the respective estimates. Decision statistic of (5) naturally
follows.

APPENDIX B
DERIVATION OF BBNJ-D-CM (6)

The optimization problem at the denominator of the
left-hand side of (4) is rather conventional and the MLEs
of my and ¥, are given by my = % Zszl zp and 2o =
% Eszl(Zk — 1) (2 —mg)T (see, e.g. [45]), respectively.

The situation under H; is different. As a matter of fact, the
exact expressions for the MLEs of the unknown parameters
are not available (at least to the best of authors’ knowledge).
For this reason, as shown below, we resort to suitable approx-
imations of the partially-compressed log-likelihood function.
Therefore, under H1, the log-likelihood function can be recast
(up to constants) as

Li(my,31,39,Ko; Z)

Q

K
—70 log det(X1)
K
—71 logdet(X; + R)

1 &
—3 Z(zk - ml)TE
k=1

(2 —ma)

8In the case of uncorrelated measurements, Ko is not subject to any
constraint and, hence, it takes on value in €.
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K

Y. (e -m) (B 4+ R) (= - mu),
k=Ko+1

1

(25)

where R = X, — 3; > 0, and let us proceed as fol-
lows. Assume that 3; is known while R is positive definite
and unknown, then 35 is a positive definite matrix such
that 3o — 37 is an arbitrary positive definite matrix. Thus,
we can maximize L1 (mq, X1, Xo; Z) with respect to 3o to
obtain [45]

K
= 1
Eg(ml,KO) = _K1 E (Zk — ml)(zk — ml)T. (26)
k=Ko+1

It readily follows that

R(ElamlaKO) = (27)

- Sg(ml,KQ)—El, lf.l?l),>-07
0, otherwise.

In the case that R = O (namely, ¥; = X,), the problem
is tantamount to that under Hy. As a consequence, the final
statistic is a constant equal to zero.

In the opposite case (R > 0), we proceed by maximizing

Ll(mhzleQ;KO;Z)
Ky 1
~ —5 logdet(X,) — §K1N

K _
_71 log det(zg(ml, KO))

1 & —1/2 2
—3 DI e = m) 8)
k=1
with respect to 3 to obtain (see [45])
_ 1 Ko
¥ (my, Kp) = i ;(zk, —my)(zr —my)t. (29)

Replacing the above estimate into (28) yields (up to irrelevant
constants)

Li(my, 21,39, Ko; Z)

K 1 o T
R~ —70 log det lfo kz::l(zk —ma)(z —m1) ]
K

> (zk—ma)(zk — ml)T] :

K 1
_=L log det l—
2 1
k=Ko+1

K
(30)

Now, let us focus on the terms depending on m; and define

g(m1, Ko)
log det (So — somlT — mlsg + KomlmlT)
- 2/Ko
logdet (S1 — sym{ —mqys] + Kymym{)
B 2/K,
(31
where Sy = S/ zp2], S1 = S zkzlL s =

ZkK=D1 zk, and 81 = ZkK=KU+1 2. Completing the quadratic

forms, we can write

log det (Mo + uouOT) B log det (M1 + ululT)

H=—
3D 2/K, 2/K, ’
(32)
where MQ = SO — (1/KQ)SOS(Z;, M1 = Sl —
(1/K1)818,{, Up = (1/\/K0)80 — \/K()ml, and

u;, = (1/VKi)s1 — VKim,. Now, since M, =
(Z1ky — (1/Ko)so1")(Z1.re, — (1/Ko)sol™)", My =
(Zroi1:x — (1/K1)$117)(Z gy 41:5 — (1/K1)s117)T, and
min{Ko, K1} > N, they are also positive definite with
probability 1 [45] and, hence, g(m1, Ky) becomes

g(m1, Ko)
K K
= —70 log det(My) — 71 log det(M )

log (1+ ugMaluo) log (1 +uf M7 uy)
a 2/K, B 2/Ky ’

(33)

where the last equality comes from the fact [50] that VA €
RN*M B ¢ RMXN . det(I + AB) = det(I + BA).
The most right-hand side of (33) clearly unveils the radially
unbounded nature of g(m;, Ky) with respect to m;, thus
we can search the maximum points in the interior of its
domain. However, solving the following system of equations
9/0my[g(mq, Ko)] = 0 is not straightforward and can lead
to additional complexity. For this reason, we resort to the
approximation log(l + x) ~ x to obtain g(m., Ky) =
;%Tlog(ielt(Mo) - %bgdet(M}) — %UOTJ\_IJIUO -
Stui M w, and solve 0/0m,[g(my, Ko)] = 0. The
above equation can be recast as KOMal(so — Komy) +
KlMl_l(sl — Kym;y) = 0 and, hence,

_ _ 1y 1 _ -
my = (KGMy '+ KM (KoMy'so + KiM{'sy).
(34
It is also straightforward to show that the Hessian of
g(my, Ky) with respect to m; is negative definite, in fact,
recalling that Mi_1 >= 0, 7=0,1, it turns out that
872[g(ml Ko) = —KZMy' — K:M;' <0
omomT oMo TR =R
(35
The final expression for the approximate partially-compressed
log-likelihood is obtained by replacing m; in (30) with m;.
Recalling that the compressed log-likelihood under Hy is (up
to irrelevant constants)

K

K
3 log det kz;l(zk —mo)(zk — mo)T , (36)
(6) naturally follows.
APPENDIX C

DERIVATION OF SP-D-UM (10)

The maximization at the denominator of (9) is the same
as that of Subsection III-A and the estimates of mg and
3o are given by (13). On the other hand, under the generic
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H; ;, the log-likelihood function can be written (neglecting the
irrelevant constants) as

Ll,i(mlvmr‘m 21; KO? Z)

N
K 9 1
~ K S logot, - 1
n=1
an_mln an mln
XZZ Z D
k=1ner; k 1nely\Iy 1"
2
(2, mr )
Sy ylmeopal &
k Ko+1neT;
where mi,, n = 1,...,N, is the nth entry of m; and

mp, n, 0 € I';, is the nth entry of mr, that is different
from m; . It is not difficult to show that the maximization of
Ly,i(my, mrp,, 31, Ko; Z) with respect to mq, mr,, and X1,
can be conducted by setting to zero the first derivative with
respect to the unknown parameters. Therefore, starting from
m, and mr,, we obtain that
Ko
sz n, ifnely,
mi, = h=t (38)

Zkn, ifneln\Ty,
k=1

i

k=Ko+1

nel;.

7 = (39)
1

mFi,n zk),’ﬂ)

It follows that the partially-compressed log-likelihood can be
written as

Ll,i(ﬁla ﬁl—‘iv 21; KO’ Z)

N
~ —%Zlogain
__Z Z an mln)

k= 1n€F

_% Z Z (Zk,n _2m1,n)2

o
k=1 nGl"N\F' Lin

an_mF n)2
Z > ~

k Ko+1ner; ”

(40)

Setting to zero the first derivative of the above function with
respect to o7, leads to

1 Ko K
E Z(zk’,n - ml,n)Q + Z (Zk,n - mfi,n)Q‘| )
— k=1 k=Ko+1
0'21771: ianFi,
K
sz )2, if nely\Ty.
k:
(41)

The final expression of the log-likelihood function compressed
with respect to m;, mr,, and X, is (up to constants inde-

pendent of Ky and I';)

K 1 &
_?{ Z 1Og l? Z(zk’,n - ﬁl,n)2‘|
neln\T';

k=1
+Zlog [ Z Zk n ml n +Z Zk n mri,n)
nel’;

2>‘|}.
Recalling that the compressed log-likelihood function under

Hy is given by (12) with the unknown parameters replaced by
(13), it is straightforward to obtain (10).

k=Ko+1

APPENDIX D
DERIVATION OF SP-D-CM (11)

First, notice that the maximization under H, is the same
as that in Appendix B. Thus, we focus on the numerator of
A;(Z) and write the log-likelihood under Hy ; (up to irrelevant
constants) as

Lii(my,mr,, 3, Ko; Z)
K
~ —3 10g det(zl)

1 Ko
—§Tr{211 Z(zk —mq)(zg —ml)T
. k=1
+ Y (2 —mr,)(zk - mr,,)T} } (42)
k=Ko+1

The maximization of the above function with respect to
3, yields [45]

Ll,i(mlvmr‘i; i\]17 KO? Z)
Ko

K
~ —Elogdet lZ(Zk —my)

k=1

K
X (z, —ma)" + Z (zk —mr,) (2K — mFi)T‘|
k=Ko+1

= g(mqy,mp,, Ko; Z). (43)

Now, for each I';, let us define a permutation matrix, Pr, €
RN*N say, such that the first |I';| components of the vector

7 fir, 0
mri = PFimFi — |:IJ’1",,,1:| + |:~

=mp,1 +mr, 2
0 Nri,j

are those of mr, indexed by I'; and form pi, ; € RIT%1: in
addition, fir, , contains the components of mp, indexed by
Iy \ T;. Similarly, let m4 be

- DFi,l 0 - -
my = Pp,my = o | Tz =mnr,1+mr, 2,
Hr; 2
where vr,1 € RITil*1 contains the components of

m; indexed by I';. Since Pr, is an orthogonal matrix and
letting 2z, = Pr,zy, we can recast (43) as follows

g(my,mr,, Ko; Z)

K &
-3 log det {Pr‘i [Z(zk —my)
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K
x(zk —m)"+ Y (zx—mr,)(zk - mri)T] Pﬂ}

k=Ko+1
Ko
K
=~ logdet lZ(zk — fap, 1 — M, 2)
k=1
K
x(2k — 1 — )"+ Y (2 — mp, 1 — mr, o)
k=Ko+1

X(Ek—mrm—mm,z)ﬂ =g(nr, 1, My, 1,Mr, 2, Ko; Z).

The joint maximization of g(-) with respect to nr, 1, ™Mr, 1,
and m, o represents a difficult task from a mathematical point
of view (at least to the best of authors’ knowledge). For this
reason, we resort to a cyclic optimization procedure giving
rise to a nondecreasing sequence of values for g(-) [51]. This
procedure consists in repeating the following two steps until
a stopping criterion is not satisfied

o assume that nr, 1 and mr, ; are known (and equal to the
estimates obtained at the previous cycle) and maximize
g(+) with respect to mr, 2;

o assume that mp, 2 is known (and equal to the estimate
at the previous step) and maximize g(-) with respect to
'ﬁl",;,l and ’I”hr*iJ.

The entire procedure may terminate when
~(h) —(h) —(h)
Ag(h) = |g(nFi’1,mpi’1,th2,Ko;Z) -

~(h=1) —(h—=1) —(h—1) ~(h)  —(h) —(h)
g(Mp, 1 Mp, M, vKOEZ)|/|9(nri,%v)mr,-,1amri(,z)v
~(h)  —=(h —~(n
Ko; Z)] < € where ¢ > 0, fz(pl)l, my, 1, and 'rhpiyg

are the estimates of 7r, 1, Mmr,1, and mr, 2 at the hth
step, respectively; or when A > hpax where hpax is the
maximum allowed number of iterations that could be set to
guarantee a good compromise between estimation fidelity and
computational load.

Therefore, let us start from the first step and maximize g(-)
with respect to mr, 2 (or, equivalently, to fip, ,) assuming

- ~(h—1) - —(h—1) .
that nr, 1 = np.;  and mr, 1 = mp, ;. To this end, let
. 2(h-1) B . =(h-1
xp =2zp—np,; fork=1,...,Koand xy = 2z, —mr, ;
for k = Ky +1,..., K. Thus, we obtain that’
~(h=1) —~(h=1) _ K
9(”1“,-,1 yMp, 1 ,mr, 2, Ko; Z) = )
T
x logdet | X + (s‘c - \/?Thrz) (51 - \/?77"1“7:,2) ] )
(44)

where X = Y1 ] — 22" and = (1/VE) Y,
Now, observe that

- 0 - -
VEmr, » = [ ﬁI] fir,2 = Hofir ., (45)

°Actually, . depends on h, but we omit this dependence in order not to
burden the notation.

where Hy = [0 VKI|T € RV*(N=IT5D It follows that

K
argmax — - log det |:X + (:E — HQﬁFi72) (5: — HgﬂFﬂQ)T

Hr, 2

= argmin K log [1 + (i: - HgﬂFi’Q)T
ﬂri,2
X X_1 (j - H2["FL,2)]

=(h)

= (H; X 'Hy) "Hj X '@ = [y, 5, (46)

where we have used the fact that X is positive definite with
probability 1 since K > N + 1 and the distribution of the zjs
is continuous. The update rule for mr, o is

—~(h) 0
mrp, o = ﬁ(h)
Fj72

(47)

. . ~(h—1) —(h=1)
and notice that it depends on ny, ; * and mr, 4

Now, we are ready to perform the second step of the

procedure that pertains the maximization over nr, 1 and mr, 1
. - —(h) . - —(h)
assuming that mr, o = mp, ,. Defining y,, = 2 — mp, o,

—~(h
k =1,...,K, we can recast g(fzpiyl,mpiﬁl,mgi?Q,Ko;Z)
as
K . ~ T
? logdet |Y + (yl - Konrﬂl) (yl - Konpﬂl)

+ (@2 — \/E'ﬂll",;,l) (’!72 - \/Eﬁlri,l)T] , (48)

K _ _ _
where ¥ = 350, yiyk — 191 — 9a¥3. Y1 =
(1/VKo) > 2y yps and Yo = (1/V K1) 34—, 11 Y- More-
over, since

- I N oy
Konr,1 = |o| VEoPr,1 = Hivp, 4, (49)

vVEimp, 1 =

where H; = [I 0]7 € RN*ITil (48) becomes

I - -
[0] V Kl#m,1 = Hl#f,-,h (50)

- - —(h)
g (nl“i,hml“i,l;mrthO? zZ

K _ _
= 5 logdet [Y + (Y — H\V) (Y - H:V)" |,

(5D

where Y = [y, 9] € RN*? and V = [}, fip, 4] €

RIT#1*2 The constraint K > N + 1 ensures that

Y is positive definite [45] and, hence, maximizing

the above function with respect to V is tantamount

o mindet |1+ (¥~ HiV)" Y~ (¥ ~ HiV)|. Now,

since

det [I+ (Y = HiV) Y™ (¥ - H.V)]
— det [I+YTY‘1Y+ (HlTY‘lY— (HlTY_lHl) V)T

1 B
x (HITY_lHl) (H{Y—ly - (HITY_lHl) V)
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YTy 'H, (H{Y*lﬂl)_1 HlTY’lY},
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(52)

it follows that

~

14

— argmindet [T+ (¥ ~ HiV)" Y (¥ - HiV)|
\%4

—1 _ ~/ ~1
(HlTY*lHl) HTY 'Y = [Drhl ﬁrhl} . (53)

At the end of the procedure, the final estimates of m; and
mpr, are denoted by T, and mir,, respectively, and are used
in the compressed log-likelihood under H; ; (up to irrelevant
constants), i.e.,

Ko

K — e
-5 log det Z(zk —m)(z — )7
k=1
K
+ Z(zk - mri)(zk - mfi)T (54)
k=Ko+1

Exploiting the above result in conjunction with the compressed
log-likelihood under H leads to the approximation (11).
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